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Ona HemegneHHon ny6nukaumn: 01.11.2023 F'YBEPHATOP K3TU XOKYN

NYBEPHATOP XOKYJ1 OB BbABUITIA O OBHOBJIEHUM NMEPEOOBOIO
PErMAMEHTA KUBEPBE3OMACHOCTMU LWUTATA HbIO-MOPK B PAMKAX
MACLUTABHbIX YCUITUIA MO 3ALUUTE NPEANPUATUA N NOTPEBUTENEWU OT
KUBEPYIPO3

Monpaeku k nepeomy e cmpaHe peanameHmy Kubep6ezonacHocmu wmama Heto-
Wopk eknoqyarom yeenuyeHue cpedcme KOHMPOJsi, 60siee pe2ynsipHbie OUEHKU
pucku u o6HoeneHue mpe6oeaHull kK yeedomreHUsIM 07151 yCcusieHUs1 Mep 3aujumal
Xumenel wmama Huro-Uopk

Amu mepbI NnpuHsIMbI 8 KOHMeKkcme obewaHusi 2ybepHamopa XoKyn ycunumb
kubepbe3onacHocmb o eceMy wmamy rnocrsie NpUHAMusi nepeol 8 ucmopuu
wmama Hbro-Uopk cmpameauu kubepbe3zonacHocmu

UN3meHeHHbIU peanameHm onybsiukoeaH 30ech

CerogHs rybepHaTop Katu Xokyn obbssuna, 4to [lenapTaMeHT (hMHAHCOBLIX yCNyr
wraTa Hbto-Mopk (Department of Financial Services, DFS) BHec nonpaekui B CBOW
nepenoBoun pernameHT knbepbesonacHOCTU, YTOOLI YNyyLWNTb ynpasneHme
knbepbe3onacHOCTbIO, CHU3UTb PUCKU U 3aLLUUTUTL NPeanpusaTMs n notpebutenen
wraTa Helo-Mopk oT knbepyrpos. IaMeHeHVs B pernaMeHT BHECEHbI C Y4ETOM
LUMPOKOro BNNAHUS NepBOHaYarnbHOro pernameHta knbepbesonacHoOCTH, KOTOPbIV
chopmmpoBan MHHOBALMOHHYIO CTPYKTYpPY, KOTOpasa Tenepb B3sTa 3a obpasel,
deepanbHbIMU U WITATHLIMU (PUHAHCOBLIMU perynsatopaMun Ang 3awmuTbl oT
Knbepyrpos, a Takke ¢ y4eTOM KOMMSEKCHbIX N LWMPOKNX YCunuin rydbepHatopa no
YNYYLIEHMIO 3aWunTbl ANa NpeanpusaTui n notpebutenen. TEKCT OKOHYaTENbHOro
YTBEPXOEHHOIO pernameHTa onybnukosaH Ha cante DFES.

«lWTaT Hbto-Mopk Bceraa nepsbiM BBOAMI MePbI A8 3aLLUTLI NPeanpUATAN 1
noTpebuTenen oT HTEPHET-YIPO3, N NOCHE BHECEHUS 3TUX NONPABOK B HALL NEpeaoBOW
pernameHT knbepbe3onacHOCT Mbl NPOAOIKAEM POPMMPOBATL HAaLMOHAIbHbIN
cTaHgapT, — cKasana rybepHaTop Xokyn. — Bcrnea 3a 3anyckom nepeon B UCTOpUMn
wtata ctparermm knbepbe3onacHOCTU, yBENMYEHNEM PECYPCOB NPaABOOXPAHNTENbHBIX
opraHoB WwTaTa gnga obecneyeHns kmbepbe3onacHOCTU U NOAMMCAHNEM 3HAKOBOrO
3aKOHa O 3alUMTe Halllel 3HeproceTn oT kmbeparak Mos agMUHUCTPaLUNS yaBanBaeT
ycunmna no obecneyeHunto Toro, YTobbl oMHAHCOBbLIE YUYPEXOEHUS UMENN MHCTPYMEHTHI
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3awmTbl Ansa obecnevyeHnss 6€30NacHOCTN BaXKHbIX KIMMEHTCKUX AAaHHbIX U NOAOepXaHNA
LLeNTOCTHOCTU Hawen PUHAHCOBOW CUCTEMBI».

HavyanbHuk lenaptameHTta ¢puHaHcoBbIx ycnyr (Department of Financial
Services, DFS) AgpueHH 3. Xappuc (Adrienne A. Harris): «B aTtom pernameHTte no-
NPeXHeMy UCMOoNb3yeTCHA PEBOSTIIOLMOHHbBIA U OCHOBaHHbIVM HA JAHHbBIX NOAXOA HALLEero
[enapTameHTa Kk Hag3opy 3a knbepbesonacHoCcTbo. B ycnoBusx pocta knbepartak aTu
nonpaBKn NPUHATBI A5 TOro, YTOObl YCTAaHOBUTL B cdhepe PUHAHCOBLIX ycnyr bonee
CTporme ctaHaapTbl U CPEeACTBa KOHTPONSA AN 3alnTbl KOHUAEHUNanNbHbIX

AaHHbIX. PacwmpseTtca ncnonb3oBaHne NPoBEPEHHbIX CPEACTB 3aLLMThl, TAKUX KakK
MHOropakTopHas ayTeHTUMKaums, 1 Npu 3TOM CoOXpaHAeTcsa MMOKOCTb C y4eTOM
PUCKOB, KOTOpasi OTNINYaET 3TOT 3HAMEHaTENbHbIV pernameHT knbepbesonacHoCTuY.

«OTOT OBHOBMEHHbIN pernaMmeHT knbepbesonacHOCTU YKpennsaeT NMAepCcTBo WraTa
Hbto-Vopk B 06racTi pasymHomn 1 atpeKTMBHON Kbep-nonmnTuk1, — cKasan
AVpeKTop no kmbepb6esonacHocTy wrata Heto-Uopk (New York State Chief Cyber
Officer) Konun AxepH (Colin Ahern). — HoBble npaBuna NoCcTpoeHbl Ha HaLeMm
noaxoAe Ha OCHOBE aHanu3a puckoB, KOTOPbLIN coeanHsaeT knbepbes3onacHOCTb U
ynyJdleHHoe ynpasneHue, 6onee CTporMm KOHTPOsb M OLEHKY AOCTyna, OOHOBMNEHHbIE
npaeuna OTYETHOCTU, B TOM YMCIe O NporpaMmmax-BbiMoratensx, n TpebosaHus K
obyyeHunto nepcoHana. Takum obpasom, 3TOT pernaMmeHT NOgHUMAET NIaHKy
knbep3aluTbl. XoTa Knbepyrposbl CTaHOBATCS Bee 6onee cnoxHbiMu, Wwrat Huto-Mopk
npoaoskaeT npeasnaraTe MHHOBALMOHHbBIE peLleHns, KoTopble obecneymBaoT
6€e30nNacHOCTb KPUTUYECKN BAXKHbBIX CUCTEM U AaHHbIX U 3almLaloT notpebutenen u
npeanpusaTtusa. A 6narogapto rydbepHatopa u lenaptameHT MHAHCOBBIX YCyr 3a
BBELEHME 3TUX BaXXKHbIX HOBbIX CTaHAAPTOB KNbep3alumTbl».

HoBble npaBuna ycunmealoT Noaxo4 Ha OCHOBE aHanu3a puckoB, UCMOMNb3yeMbIi
HenaptameHToM hmnHaHcoBbix yenyr (DFS), 4tobbl o6ecneunTb BCTpamBaHue
KnbepbesonacHocTu B BU3HeC-NaHMpoBaHme, NPUHATUE PELLEHNIA U TekyLlee
ynpaBrieHne puckamu B perynmpyembix opraHnsaumnsax. OCHOBHbIE N3MEHEHUS
pernameHTa:

e MOBbLILLEHNE TPeboBaHWIA K CTpaTErMYECKOMY YNpaBneHuio;

e [ONOINHUTENbHbIE MepPbl KOHTPOMS ANs NPeAoTBpaLLEeHNs NepBOHaYanbHOro
HeCaHKUMOHMpPOBaHHOro AocTtyna k T-cuctemam n ans npegoTepaLleHns unm
CMSAIrYeHNs1 pacnpoCcTpaHeHUsl aTaku;

e YBENUYeHue YacToTbl OLIEHOK PUCKOB U YSI3BMMOCTEN U Boree HagexHoe
pearMpoBaHue Ha UHUMAEHTbI, obecrneyeHne HenpepbIBHOCTM GusHeca u
nrnaHUpoBaHWe aBapuMNHOro BOCCTAHOBINEHUS;

e M3MeHeHue TpeboBaHWI K YBEAOMIIEHUSIM, B TOM YMcrie HoBoe TpeboBaHue
coobLaTh 0 NnaTexax, CBA3aHHbIX C MporpaMMaMu-BbIMOraTensimMu, 1

o OOHOBMEHHOE yKasaHue AN KOMMNaHUA MHBECTUPOBATb B Kak MUHUMYM
exerogHoe oby4eHune 1 nporpaMmMbl MHPOPMUPOBAHUS O KbGepbGe3onacHoCTH,
KOTOpble HamnpaBfeHbl Ha NpeaoTBpaLleHMe atak C UCNofb30BaHNEM



coumanbHOM MHXEHepUK, a B OCTanbHOM aganTupoBaHbl K GusHec-mogenm um
nepcoHany KoMnaHun.

B pamkax ocHOBaHHOro Ha AaHHbIX noaxoaa K knbepbesonacHoctn DFS npoeen
MacLLTabHy MHHOPMALIMOHHYO KaMNaHMI0, BKNHOYaOLWY CUMMMNO3NYyMbl U
KOH(pepeHLUMM No knbepbesonacHOCTU 1M Ananor co WTaTHbIMK, deaepanbHbIMU 1
MEeXayHapOoaHbIMUN perynstopamMmu, oTpacreBbiMy OpraHn3aunsamMm n opyrumm
akcnepTtamm B obnacTtu knbepbesonacHocTu. MNMpuHaTan nonpaeka npegycmaTpmBaeT
OTBETCTBEHHOCTb NPEeANPUATUIA U NMNLEH3NPOBAHHbIX OpPraHn3aunii, perynmpyemMbix
DFS, 3a BHegpeHue cpencts obecneyeHns knbepbesonacHOCTU 1 3a nogaepxaHme
CUCTEMBbI KNbep3aLwmnTbl COOTBETCTBEHHO pa3Mepy NpeanpusTusl, xapakrepy busHeca,
TUNY XpPaHUMbIX OAHHbIX U Takke APYrMM BaXKHbIM ddakTopam, 1 Npu 3TOM
nopdepXuBaeT pocT oTpaciu prHaHCoBbLIX yenyr wrata Hoto-Mopk.

Moa pykoBoaCTBOM ryb6epHaTopa Xokyn wraT Hbto-Mopk npogomkaeT dopmmpoBaTth
pasyMHY0 1 3EKTUBHYHO NONUTUKY Knbepbe3onacHOCTK, KOTopasi MOCAY>XUT
obpasuom ans Bcen cTpaHbl. PaHee B 3ToM rogy rybepHaTtop gana ctapT NnepBon B
nctopum wrata Hoto-Mopk CtpaTternn knbepbesonacHoctn (New York State
Cybersecurity Strategy) — KOMNIEKCHOW JOPOXHOW KapTbl N0 obecneyeHunto 3amnTbl OT
knbepyrpos no Bcemy wraty. N'ybepHaTop XoKyn Takke 3anycTuna nepegoByto
nporpammy obLumx ycnyr knbepbe3onacHOCT A58 3alnTbl OKPYXHbIX U MECTHbIX
rocyaapCTBEHHbIX YYpEXAeHWI, OXBaTbiBatoLLyto 6onee 65 TbicaY npuHagnexawmx
rocyaapcTBy KOMMbIOTEPOB MO BCEMY LUTATY, U pacLumpuna pecypcbl
NpaBOOXpPaHUTENbHbLIX OPraHOB WTaTa no obecneveHnto knbepbesonacHoCTH,
yBenM4YuB nepcoHan otaena no 6opbbe ¢ KOMNbIOTEPHBIMU NPECTYNNEHUAMU U OTAena
knbepaHanusa n LleHTpa UHTepHeT-NpecTynfeHni NpoTUB AeTen Npy nonMummn wraTa
Hbto-Mopk. B npolunom rogy ry6epHatop Xokyn Takke noanucana BaxHbI 3aKoH O
3awmTe aHeproceTu wrata Heto-Mopk oT knbepatak. B ycnosusix, koraa kubepyrposbi
BLICTPO pasBmBaloTCcs, WTaTt Helo-Mopk ocTaeTcsa B nepebix pagax paspaboTky
NONUTUKM kKMGepbesonacHOCTM M NPOAOMKAET YKPENnATb 3alMTy B roCyJapCTBEHHOM U
YaCTHOM CeKTopax.

DFS npoBegeT ceputo BebnHapoB, Ha KOTopbIX OyaeT npeactasneH 063op
N3MeHeHHoro pernameHTa kubepbesonacHocTu. NogpobHee o perncTpaummn ons
yyacTus B 9TMx BebuHapax v o rpacduke BBe4eHUSA B AENCTBUSA perfnameHTa MOXHO
y3HaTb Ha caute DFS.
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